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Overview

This APl document provides information on how the clients can retrieve details for specific patients
once they discontinue the service from InSync.

When clients use an EHR application other than InSync, they may want to view patient details that are
recorded in the InSync application for further treatment. In this case, InSync provides the API
documentation, URL, and credentials. The users can access the URL and enter the InSync ID,

Username, and Password to retrieve patient detalils.

When extracting patient data, the system will search for parameters such as First Name, Last Name,
DOB, and Sex to identify unique patient details.

The users can,
o Extract Patient data for a specific date or a specific date range.

e Extract the patient’s basic and clinical details such as Race, Ethnicity, Preferred Language,
Vitals, Medications, Allergies, Lab Tests, Immunizations, etc.

¢ Download the C-CDA file while extracting the data, which can be used to display the patient
details in another application as per their needs.
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API Detalls

This guide provides information about the following three Web APIs (Application Program Interfaces)
required for QPP (Quality Payment Program) Measure “Provide Patient Access.”

e Patient Selection
e Data Category Request
e All Data Request

A third-party application can use these three APIs to retrieve a unique patient identifier based on patient
identification. Patient identification can be First Name, Last Name, Gender, and Date of Birth. This
identifier can be further used to get United States Core Data for Interoperability (USCDI) for a specific
patient. You can filter the USCDI content by Date and/or Data Category.

Quiality Payment Program (QPP) APIs are web APIs that are used to retrieve patient information.

Regulation Text Citation Certification Criterion
8 170.315(9)(7) Application access — patient selection
§ 170.315(g9)(9) Application access — all data request
API — Terms Confidential & Proprietary Page 4 of 27
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Key Information To Share

Before starting any development on using InSync API, InSync will share credentials that are used to
communicate with InSync.

InSync will share two different credentials:
1. Staging (Used to start development on implementing the API)

2. Production (Once implementation is completed, InSync will Share another credential for
production use.)

Credentials are as follows:
1. Clientld
2. Username
3. Password
These credentials are used when users connect to InSync to access patient information.
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APl Syntax and Function Names

This section includes the API syntax, function names, required and optional parameters and their data
types, return variables and their types/structures, exceptions and exception handling methods, and their
returns.

User Login Validation

API Syntax:

https://[{YourSiteName.com}/api/PatientSelectionMU/IsUserValidate

For example, if your site name is xyz.insynchcs.com, then in YourSiteName.com it will be replaced by
l.insynchcs.com.

Function Name:
IsUserValidate

Required parameters and their data types:

Parameter Name Parameter Value Data Type

Clientld Parameter String
UserName Parameter String
Password Parameter String

Return variables and their types/structures:

Return Variable Name Return Variable Value Data Type

practiceld Parameter Integer
Userld Parameter String
Clientld Parameter Integer
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Exceptions and exception handling methods and their returns:

Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling | - String JSON format
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315 Deaderick Street, Suite 2300 Nashville, TN 37238




o.QUALI FACTS

insync
Patient Search
API Syntax:
https://{YourSiteName.com}/api/PatientSelectionMU/SearchPatient
Function Name:
SearchPatient
Required parameters and their data types:
PrefixText Parameter String
Practiceld Parameter Integer
Return variables and their types/structures:
Return Variable Name Return Variable Value Data Type
practiceld Parameter Integer
patientld Parameter Integer
patientName Parameter String
dob Parameter String
dobStr Parameter String
sex Parameter String
Exceptions and exception handling methods and their returns:
Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling - String JSON format
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Generate Token

API Syntax:
https://[{YourSiteName.com}/api/PatientSelectionMU/GenerateToken

Function Name:

GenerateToken

Required parameters and their data types:

Parameter Name Parameter Value Data Type

Practiceld Parameter Integer
Userld Parameter Integer
Patientld Parameter Integer
DOB Parameter String
PatientName Parameter String

Return variables and their types/structures:

Return Variable Name Return Variable Value Data Type

GenerateToken Parameter String

Exceptions and exception handling methods and their returns:

Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling | - String JSON format
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Encounter Detalils

API Syntax:
https://{YourSiteName.com}/api/PatientSelectionMU/GetEncounterDetailsByPatient

Function Name:

GetEncounterDetailsByPatient

Required parameters and their data types:

Parameter Parameter Data Type Mandatory/

Name Value Optional

Practiceld Parameter Integer Mandatory

Userld Parameter Integer Mandatory

Token Parameter String Mandatory

isXML Parameter Boolean Mandatory

Patientld Parameter Integer Mandatory

SelectedElem  Parameter Selection List For example, Mandatory = Refer to the Section
[{“Key”: “1”, “Selected”:true}, Elements below the table

{*Key”: “2”, “Selected”:false}] for key values

fromDate Parameter String Optional
toDate Parameter String Optional
Encounterld Parameter String Optional
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Return variables and their types/structures:

Return Variable Name Return Variable Value Data Type

Encounterld Parameter Integer
EncounterName Parameter String
EncounterVisitType Parameter String

APl Header Authentication:

Return Variable Name Return Variable Value Data Type

Content-Type application/json String
token Parameter String
pid Parameter Integer
uid Parameter Integer

Exceptions and exception handling methods and their returns:

Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling - String JSON format
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View File XML/JSON

API Syntax:
https://{YourSiteName.com}/api/PatientSelectionMU/ViewDownloadFile

Function Name:

ViewDownloadFile

Required and Optional Parameters and their Data Types:

Parameter Parameter Data Type Mandatory/

Name Value Optional

Practiceld Parameter Integer Mandatory

Userld Parameter Integer Mandatory

Token Parameter String Mandatory

isXML Parameter Boolean Mandatory

Patientld Parameter Integer Mandatory

SelectedElem  Parameter Selection List For example, Mandatory Refer to the
[{“Key”: “1”, “Selected”:true}, geelgtw?hilfg?;:ts
{*Key”: “2”, “Selected”:false}] for key values

fromDate Parameter String Optional

toDate Parameter String Optional

Encounterld Parameter String Optional
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Selection List Elements (Key Value)

To view patient name, key value for patient name i.e., 1 should be true, for example, {*Key”: “1”,
“Selected”:true}

Below is a list of remaining key values:

Clinical Elements Key Clinical Elements Key
Patient Name 1 Laboratory Tests 11
Sex 2 Laboratory Values(s)/Result(s) 12
Date of Birth 3 Vital Signs 13
Race 4 Procedures 14
Ethnicity 5 Care Team Member(s) 15
Preferred Language 6 Immunizations 16
Smoking Status 7 Unique Device ldentifier(s) for a Patient’s Implantable Device(s) 17
Problems 8 Assessment and Plan of Treatment 18
Medications 9 Goals 19
Medication Allergies 10 Health Concerns 20

API Header Authentication:

Return Variable Name Return Variable Value Data Type

Content-Type application/json String
token Parameter String
pid Parameter Integer
uid Parameter Integer
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Exceptions and exception handling methods and their returns:
Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling | - String JSON format
Return variables and their types/structures:
XML File / JSON File
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https:/{YourSiteName.comYapi/PatientSelectionMU/GetXML ForCDA

Function Name:

GetXML_ForCDA

Required and Optional Parameters and their Data Types:

Parameter
Name

Practiceld

Userld

Token

isXML

Patientld

SelectedElem

fromDate

toDate

Encounterld

APl — Terms

Parameter

Value

Parameter

Parameter

Parameter

Parameter

Parameter

Parameter

Parameter

Parameter

Parameter

Data Type

Integer
Integer
String

Integer
Integer

String

For example,
“1001,1301,1401,1501,1701,18

01,1901,2001,2601,2701,2801,
6000,7000”

String
String

String

Confidential & Proprietary

Mandatory/
Optional

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

Mandatory

Optional
Optional

Optional
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Selection List Elements (Value)

If you want to view patient name, then, key value for patient name i.e. 1 should be true, for example,
{*Key”: “1”, “Selected”:true}

Similarly, following is a list of remaining key values:

Sectionld  SectionName Sectionld  SectionName
1001 Allergies 3101 General Status
1101 Chief Complaint + 3201 History of Past Iliness
Reason for Visit
1201 Family History 3301 Review of Systems
1301 Immunization 3401 DICOM Object Catalog
1401 Medication 3501 Findings (Radiology Study Observation)
1501 Problem List 3601 Hospital Course
1601 Reason for Referral 3701 Hospital Discharge Diagnhosis
1701 Vital Sign 3801 Hospital Discharge Medications
1801 Social History 3901 Anesthesia
1901 Results 4001 Complications
2001 Procedures 4101 Postoperative Diagnosis
2101 Plan of Care 4201 Preoperative Diagnosis
2201 Instruction 4301 Procedure Description
2301 Functional and 4401 Procedure Disposition
Cognitive Status
2401 Advanced Directives 4501 Procedure Estimated Blood Loss
2501 Payers 4601 Procedure Findings
2601 Medical Equipment 4701 Procedure Indications
2701 Encounters 4801 Procedure Specimens Taken
API — Terms Confidential & Proprietary Page 16 of 27
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2801 Assessment 4901 Postprocedure Diagnosis
2901 History of Present 5001 Medications Administered
lliness
3001 Physical Exam 5101 SOCIALHISTORY_New

APl Header Authentication:

Return Variable Name Return Variable Value Data Type
Content-Type application/json String
token Parameter String

pid Parameter Integer
uid Parameter Integer

Exceptions and exception handling methods and their returns:

Exception Type Exception Value Data Type Output
Null Exception Handling - String JSON format
Error Exception Handling - String JSON format

Return variables and their types/structures:
C-CDA XML File
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Software Components and Configurations

This section includes the software components and configurations that would be necessary for an
application to implement to be able to successfully interact with the APl and process its response(s).

User Login Validation (Example of C# Code)
[HttpPost]

public ActionResult Index(ApiUser objApiUser)

{

var hclient = new HttpClient();

var res = hclient.PostAsync(Apiurl + "api/PatientSelectionMu/IsUservalidate"”,
objApiUser, new JsonMediaTypeFormatter()).Result;

string resRespo = null;
if (res.IsSuccessStatusCode)

{

resRespo = res.cContent.ReadAsStringAsync().Result;
}

if (resRespo != "null")

{

ClientUserDetail ClientDetail;

ClientDetail = JsonConvert.DeserializeObject<ClientUserDetail>(resrRespo);
Session["UserId"] = ClientDetail.UserId;

Session["PracticeId"] = ClientDetail.Practiceld;

Session["DBServerName"] = ClientDetail.SourceServerIP; Session["DBName"] =
ClientDetail.DatabaseName; Session["DBLogin"] = ClientDetail.DBUserName;
Session["DBPassword"] = ClientDetail.DBPassword;

FormsAuthentication.SetAuthCookie(objApiUser.UserName, true); return
RedirectToAction("ExtractPatientbata');

}

Session["PracticeId"] = null; Modelstate.AddModelError("invalidlogin”, "Invalid
credentials"); return view(objApiUser);

Session["Practiceld"] = null; Modelstate.AddModelError("invalidlogin",
"Invalid credentials"); return view(objApiUser);

}
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Patient Search (Example of C# Code)
[Authorize]
public ActionResult PatientSearch(string prefixText)
{
if (checkSession())
return redirectToLogin(Q);
webClient client = new webClient(); client.BaseAddress = Apiurl;
client.Headers[HttpRequestHeader.ContentType] = "application/json";
var inputParam = new { PracticeId = Convert.ToInt32(Session["PracticeId"]),
prefixText = prefixText };
string jsonData = JsonConvert.SerializeObject(inputParam);
jsonbata);
var response = client.Uploadstring("api/PatientSelectionMu/SearchpPatient",
var hclient = new HttpClient();
var res = hclient.PostAsync(Apiurl + "api/PatientSelectionMu/Searchpatient”,
inputParam, new JsonMediaTypeFormatter()).Result; string resRespo = null;
if (res.IsSuccessStatusCode)
{
resRespo = res.cContent.ReadAsAsync<object>().Result.ToString(Q);
}
return Content(resRespo);
b
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Generate Token (Example of C# Code)
[Authorize] [HttpPost]
public ActionResult GenerateToken(int PatientId, string DOBStr, string PatientName

{
if (checksession())
return redirectToLogin(Q);

webClient client = new WebClient(); client.BaseAddress = Apiurl;
client.Headers[HttpRequestHeader.ContentType] = "application/json";

//client.Headers[HttpRequestHeader.Authorization] = "insync:pwd"; var inputParam =
new

{

PracticeId = Convert.ToInt32(Session["Practiceid"]), UserlId =
Convert.ToInt32(Session["Userid"]), PatientId = PatientId,

DOB = DOBStr,
PatientName = PatientName
};

string jsonbata = JsonConvert.SerializeObject(inputParam);

var response = client.Uploadstring("api/PatientSelectionMuU/GenerateToken",
jsonData);

return Content(JsoncConvert.DeserializeObject(response).ToString());

}
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Encounter Details (Example of C# Code)
[Authorize]
[HttpPost]
public ActionResult EncounterDetailsByPatient(string token, int PatinetId)
{
webClient client = new WebClient(); client.BaseAddress = Apiurl;
client.Headers[HttpRequestHeader.ContentType] = "application/json"; if (token !=

"

{
client.Headers.Add("token", token);

client.Headers.Add("pid", Convert.ToString(Session["PracticeId"]));
client.Headers.Add("uid", Convert.ToString(Session["UserId"]));

}
var inputParam = new

{

PracticeId = Convert.ToInt32(Session["PracticeId"]), UserId =
Convert.ToInt32(Session["Userid"]),

token = token, PatientId = PatinetId,

s

string jsonData = JsonConvert.SerializeObject(inputParam); string response = "";
try

{

response =
client.Uploadstring("api/PatientSelectionMu/GetEncounterDetailsByPatient"”,
jsonData) ;

if (response != null && response != "null™)

{

return Json(response, JsonRequestBehavior.AllowGet);

}

}

catch (wWebException exception)

{

string responseText; ResponseModel responseModal;

using (var reader = new StreamReader(exception.Response.GetResponseStream()))

{

responseText = reader.ReadToEnd();
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responseModal = JsonConvert.DeserializeObject<ResponseModel>(responseText) ;
h
return Json(responseModal, JsonRequestBehavior.AllowGet);
}

return Json("");
}
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View File XML/JSON (Example of C# Code)
[HttpPost]

public JsonResult ViewDownloadFile(string token, int PatientId, bool isDownLoad,
string selectedEl, bool isXML, DateTime? fromDate, DateTime? toDate,string
EncounterId)

{
if (checkSession())
return redirectToLogin(Q);

toDate = toDate ?? fromDate;

var stlements = JsonConvert.DeserializeObject<List<SelectedElement>>(selectedEl);
webClient client = new WebClient();

client.BaseAddress = Apiurl; client.Headers[HttpRequestHeader.ContentType] =
"application/json"; if (token !="")

{
client.Headers.Add("token", token);

client.Headers.Add("pid", Convert.ToString(Session["PracticeId"]));
client.Headers.Add("uid", Convert.ToString(Session["UserId"]));

}

var inputParam = new

{

PracticeId = Convert.ToInt32(Session["PracticeId"]), UserId =
Convert.ToInt32(Session["UserId"]),

token = token, isSXML = isXML,

PatientId = PatientId, SelectedElem = sElements, frombate = fromDate, toDate =
tobate, EncounterId = EncounterId

};

string jsonData = JsonConvert.SerializeObject(inputParam);

string response = ""; try

{

response = client.Uploadstring("api/PatientSelectionMu/viewDownloadFile",
jsonData);

if (response != null && response != "null")
{

var output = JsonConvert.DeserializeObject<FileObject>(response); return
Json(Output, JsonRequestBehavior.AllowGet);

}
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}
catch (WebException exception)
{
string responseText;
ResponseModel responseModal;
using (var reader = new StreamReader(exception.Response.GetResponseStream()))
{
responseText = reader.ReadToEnd();
responseModal = JsonConvert.DeserializeObject<ResponseModel>(responseText) ;
}
return Json(responseModal, JsonRequestBehavior.AlTlowGet);
}
return Json("");
}
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C-CDA (Example of C# Code)
[HttpPost]

public JsonResult GetCDA(string token, int PatientId, bool isbDownLoad, string
selectedEl, bool isXML, DateTime? fromDate, DateTime? toDate,string EncounterId)

{
if (checksession())
return redirectToLogin();

toDate = toDate ?? fromDate;

var sElements = JsonConvert.DeserializeObject<List<SelectedElement>>(selectedEl);
webClient client = new WebClient();

client.BaseAddress = ApiuUrl; client.Headers[HttpRequestHeader.ContentType] =
"application/json"; if (token !="")

{
client.Headers.Add("token", token);

client.Headers.Add("pid", Convert.ToString(Session["PracticeId"]));
client.Headers.Add("uid", Convert.ToString(Session["UserId"]));

var inputParam = new

{

PracticeId = Convert.ToInt32(Session["PracticeId"]), UserId =
Convert.ToInt32(Session["User1id"]),

token = token, Typeld = 1,
PatientId = PatientId,

Sections = "1001,1301,1401,1501,1701,1801,1901,2001,2601,2701,2801,6000,7000",
frombate = fromDate, toDate = toDate, EncounterId = EncounterId
};

string jsonbata = JsonConvert.SerializeObject(inputParam);

string response

{
response = client.Uploadstring("api/PatientSelectionMu/GetXML_ForcbA",

; try

jsonData);
if (response != null && response != "null™)
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{

var Output = JsonConvert.DeserializeObject<FileObject>(response); return
Json(Output, JsonRequestBehavior.AllowGet);

}
}

catch (webException exception)

{
string responseText; ResponseModel responseModal;

using (var reader = new StreamReader(exception.Response.GetResponseStream()))

{
responseText = reader.ReadToEnd();
responseModal = JsonConvert.DeserializeObject<ResponseModel>(responseText);

}

return Json(responseModal, JsonRequestBehavior.AlTlowGet);

}

return Json("");

}
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Terms and Conditions

Click here to access Qualifacts APl Terms and Conditions.
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